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(54) COMPUTER SYSTEM AND CONTENTS PROTECTING METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To make compatible the 
utilization and protection of digital contents by 
protecting the contents from illegal use even when these 
contents are recorded on an open recording medium 
such as hard disk drive. 

SOLUTION: When using recording media 116 and 117 
having medium ID, a secure manager 112 manages 
encoding/decoding of contents while using these 
medium ID. When using an HDD 115 having no medium 
ID, on the other hand, the secure manager 112 acquires 
a device ID peculiar to a system through a BIOS and 
manages encoding/decoding of contents recorded on 
the HDD 115 while using the device ID. The device ID is 
stored in a safe area inside a computer system. 
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(54) nn^M n>ifa.-^->x^A^<trX3>^>^ffiai^ 



(57) [KM] 

[II] ^-Fr^*^ K7-f^J: Sft^-^vftlE 

-fc^T-r*— + 11211 ^7>f7 I 
Ditf5Eft^f>f7116, 117S:«fflt-5*& 

ff^o — *\ ^fVTI DSrt*fcftl>HDD 1 1 5Srft 
ffli-&4§-g^l±. t*a7^-5?t 1 1 2(1, BIO 
SSr^Lt^fAit^r^^ I DSrftHL, 
f^^ID^^T, HDD 1 1 SlrlES-TS^^ 

b° a - * * x A ft <D&±tji £IE« $ JXT I > 5 o 




1 

[49flFllt*0>ttH] 

1 ] = yfvy^flcofcftCftffl 
St^V* I DSrKttl-ST^* I DEtt*«* % 

^T^*-r-5^x^T I DfcJit^TffiE^V^S'^iqi 

^rik/m.^ritz'gm-tZ) w t ^ Bjggft =, >^ > y 

StfeoT, mJE^xVT I D^fc/j^E^r^T 

2 ] flfrEx'W * I DEtS X I 
Dte, rnJfB^ >-t:°^ — ^ v-^v 1 acob I OSI:J;otf 

wiaa^yvywa^fttt, swEB i os t(omm^x 

oT, mJiBx>W^ I DSrStrlEB I OS^bS#t5r 

3 ] mffe^VW ;* I DEft^StttfrEB I o 
S&fem-tZ>fcbb<DB I OS-ROM^b#fig$4xT*5 

5* 20 
ittlEB I OS-ROMIi^-— If^feliT^-fe;*-?*/^ 

tffctt £ ftTl >6 r t «:4*tt t S 1**5 2 Etto = > 

WEB I OSttHftEej»«*<©afe*1»l±iffl^ = - K?*- 
= v^^^*3B**tt, tfliB^fVT I DftttfcftlME 30 

^^^T^EftSn-Ct^ttEftOIWttfttt, SffiEBIO 

sciotfij^ti^ MEafc&i* mm = - Kx- * 
^iz^o^T. ttE^snfctes^sififSrfpBrsfctt 

^Jti"5 - ir frWtR <t -f"* 2 E*ctf> 3 v * - ^ 

r I DSrSfefciMEft^-r TtzE^ftT^S^ yf 40 

>^vyo3br-prtBiafto»s- l J: 5 KM 
E^t^T I DSrftfcft^Eak^T^-f rrto?SI»f(f«S: 
H«fi-*i:*ic, WE^f^T I DSf^/jt^SBft^f 
-f TldEft* ftTV^S = £ ME3E«f«^WJ»W 

»»«i:^^T|[EB I OSlcioT»aSftTV^ 

5 fi**I 4 E*co ^vtv-^^^^ 
[|f*«6] StrE^^r-v^tfg^Stt, iE^fV 50 
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T I D^/jt^Eg^f^TCEUilt^Snyr 
>-^S:ftb<0E»^r>fTJc»»i-5»-&^tt, mJlS^x 

««»J:V3^y^ySrJ»EttOE»y^^Tlc»||iL 
fcflL mm^r^T I D*«rfc/jr^E»^-r^T^E» 

r <k Sr»» £ -T & if #tg 4 E*W 3 v fcr° ^ ^ 
T I DSr^c^^Ea^^-fT^E^^ixTt^^^^ 
I D*ffl^TWE=>-^>y*fctt-toflF-§-ft«^l(F# 

^=>^^yo«f*ft«*S«Bff^kLT«(rEte^E» 

fSg^co ^ >- fc° ^ — ^ ^ a o 
[ft**! 8] 3yfyyS:S5 r ^^^Itg^^^t 0 ^ 

JWiHU 

tfrE^^^vytfa^Stt, 

1" £Hr£i liflE^r^ r I DSrflt^ME=yf y 

7*4T I DSr^i-SEft^^^ TicE&L. 
^>7I DSr^p^i^^E^^^-rT^^^v^SrE 
^-t"§^r^tr^, fliTE^ >t°a- ^^>^^ACDB I OS 
I w J: o T S S ft T ^ ^ Sfj E ^ v t° ^ — ^ > ^ ^ a | - @ 
t^fVMxiDS:ffit>T, ttrE^V^v^/^fc^-eo 
= o«ffftiS:ltf ft LTttE^ t 7 I D^r 

[11*51 0] iuE^^^^^ic^ori^^v-/^ 
ftT*5 9 , 

fitrE^^x^yffs^Stt, i!frEE^-7w 7i:E»$ 



5 r <?: t i~S If *rf 9 Elfeo =3 > f a - 9 is* y 

^rVT I D&tSfcfct^ES^'T^ TKa^x^ySrE 
ifliS^^fc 0 ^— ^->^^Art^)B I o 

(D^^T^ycom^kmz^ikvxmmtTjT 1 d 

[fi**Il 3 1 ^^tAS^tVW^ I 

i:i^f/<>f^ I DSr»aUT*5#, 
WES^xi^n^A^&ffiE^'M * I D£r&*# 
U 

WEIiWLfcT'^ ^ I DSrffl^T, ME= > b 0 rL-^ 
ffc/'fg * f t £ 3 w t £ t i" 5 3 > ^ > y im 

[0 0 0 l ] 
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[0 0 0 21 

10 So 

[00 0 3J :tl^fy^^yr>^(i MPEG 
2, MP 3 t^ofc^^^yu^-g-fKttW^SfflJrJ:?). 

tsL*?v$ 1/7- ttJEfemfrbom-tZ) tz£><D& 

[0 0 0 41 

y-f ^tr°n. — 9 ±rQ\i s f*J9 tvzx 7 4 

[0 0 0 51 *«Wtt±a^**^«*T*Sixfct><73 

40 S:S^ti-^» 0 
[0 0 0 61 

» fc 4 l^HB^ y T^V T d ^ >^ > y £ E®f 5 



3 1 1 1 1 4 A) 



[0 0 0 7] r co^^tf^ — 9 isX7-Mzi$\,*Xl±* ID 

J-^Bb ttftffl IT fc S pUB* *4 <fc 5 iw, 

a v^^^^IBa^x-f 7fil:ft^fc^r^7 I 

*&lwtt, ^(Dmm^f^T^m^^T^T I DSrSfe^ 
-<t I D^fc^^ie^^-r^Tic^^^^^fES-r 

S^dH a^tTa — ^v/^^AIdS^O^/^^ I 

[0 0 0 8] f^^IDiiBIOSiao 
Tfll, B I OS h<D&mz. 

*LV\, rcQ± 5f-B I OS fc^BEJwioTtn^T-r 

* I V&^z^mi-ZZ kfcXZZ> 0 
[0 0 0 9] 

i5£W(omn<DMm] kt\ mm^^m^x^m<om 
[ooio] mi *mw<D—mm&n\^&z>'<— 

yt/i/^yta-^ (PC) co^fAS^/T^nt 
v^5c r.co/N— yf/payt^- * (PC) lilt W 

-yt/u^ytv-^ (pc) l i ic*3Jt-5 a^r-^y 
K*£>fE»*-r TOOty* I DSrffl^T^yfyy 
IB— Isa^T'-f TXhivli, ^(D^m^r^T* 

T*<fo31r^T^— 1 1 2lCj:oT^tT^tu5 0 
r <£>ir a7v^- >>> 1 1 2 fi^ • Uy^^y h 

• y7h«?x7tltHS$^Xt^ e 
9 > h • y^H^azTirH, TiEftrtttjlWr^aScKft if 

-So 

[0 0 1 1 ] -tr^T-^ — 1 1 2 {10^(7) J: 5 
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T^y <5r~>g ^7^1 1 1 t77-f^y7f^ 

1 1 3t(OW«-ffi«L, (*!S^*^^>^^y(col>T 

«*fm* t^ra7^-y>l 1 2Sr^LTfT^H 
3 0 ir^rn-T-^^ — v> 1 1 2iZi5^>'^V^ COflt-^r 

ik/m%-ik*emte, n hjh^^t i dstf^-ts 

IE^Mx >f7Wt5t<^)>> 2) ^r^T IDSrSfc 

10 [0012] (yfV7IDSrtt^atyfV7) f 

[0 0 13] lES^-r-f T (A) 116, feitfffift^ 
T (B) 1 1 7&, ^h,^h,i?*^T^*—:^ 1 

**f4Tk LTH y-Jvi/a yfa- 9 (PC) 1 

- K* £<0#«IJ£fle (SSFDC, 77r>aPa- 

20 [0 0 14] Sgyf-Y7 (A) 1 1 6iCfi, ii^O^' 

ID ( I D A ) ^ftlEf***b-Cl^ROM««i: % % 
a£WG I (Governance Informati 
on) "r— -f^frhYEf&ZixtzG I z±>y 9y-J*7*—9 

^5. Eft^^T (B) 1 1 7|roir^TtW«<Z>«fiS: 
Tfe^o yf^f7 I D(j:#ISS^fV7(:itT'fetl{f 

30 [0 0 15] GlT-y/U^lt «rfI*t^C0#^>-^^ 

fc£ 0 G I ^^-v9^J^^ — 9VXG I "7 1 — ^yucort^co 

— 9<DiXfrV i-G I 7^ — ^KO^y - t 

40 G I ^iy^^^x— ^^ftt5E«fS4x^o w^fc 

[0 0 16] ROMffi«*5«fctfG I 3- v 9 V- J*ffi&<0 

[0 0 17] ^^-rv^Srie^^x^T (A) 1161: 
IE»"t-*»-&twtt, -fe^aT^ — 11211 lEfl^ 
^fV7 (A) 1 1 60^7^7 I D^ffl^t^vfy 

50 T (A) 11 6<£>x — ^««^f4, «T^)7-^^f 



7 

[0018] - Kc [Content] : ^^"r>y 

• G I 

• I Da [Kc] : !ES^ x -f T ( A ) 116^^7 

-rriD (I D A ) frio-CBf^-m^tLfcrr^^^-/^ 

lEi^r^T (A) 1 1 et^fE&^ixfc^^vySrff 
£i-54§-&fc:fl -fe^rLT^-y> 1 1 2(1 Si*. 10 
IE»^-r>r T (A) 116©>f^7ID ( I Da ) £ 
it^tID A [Kc] SrtJ-B-ffcU KcSr»* 0 L 
T, ^<DK cCioT, Kc [Content] 

fti-^o 

[0 0 19] Ifii^fVT (A) 1 1 6 iCHE^^nfc^ 

^^SriEfl^T^ T (A) 1 1 6^bfecof5$i^x 
-f7 (CT^tffBft^x^ T (B) 117) iZ^fc 0 — i~5 

rtm^o :©S^ t^7v^j;f n2 

fl IE»t<x-<T (A) 1 1 6\Z&m$tltzG I ^fe^" 20 

Sr. IS^x-fT (A) 1 1 6(DGIf xy^f^ii 
£>G I ^-jc <y p t^T — ^ t ifcifci~& 0 ^F-S^i^i: 

v>> 1 1 2(1 fEg^xwT (A) 116^f 
-f T I D ( I Da ) >T I Da [Kc] *r«-g-ffc 

U Kc £rf#£ 0 JfcV^ ir^T-^*— ^-y 1 1 2 
ft, ^-Sfc^ffiftyrf-r-fT (B) 1 1 7(^)^7^71 
D (IDb) SrJH^TKc SrBf-g-ftU HHHtbfc=i> 
7^^=*— (IDb [K c] ) K c [C o n t e n 30 
t ] SScfctfG I t-«[l;, fE^x^T (B) 1 1 7(7) 
7*- i&ir 0 rs>*g\ K»*-r>rT (A) 
116, IB^^x-fT (B) 11 7 (D¥-ibhlz3o\,^X 
fc, G I icioTJg^^ixS^ ^TIBiaft^tttt- i • 

b°-pij ca^v^^Tfco^t^fi r-jxEUia 
t°— ^pTj (7)^>T>7l:^S$n>5 0 G I (DjE 

«f^#v\ res^x-fr (a) i i 6, heu^vt 

(B) 1 1 7ttl^H<DG I ^y^-fcr 5 — *<0fltfc 
jE0f$^X5 o 40 
[0 0 2 0] ISS>7>7 (A) 1 1 6 {ZiE«t$*i;fc=i 

T^y&mm^TJ T (A) 1 1 6^fete(0|Bft^r r ^ 
T (CTx.fifEfi^T^T (B) 1 1 7) ic^tH-s- 1 

^fio wC0«-g\ t*a7-7*-» 1 1 2(1 IS 
S^r>f7 (A) 116l:(SS^fcGI^^x^^ 
■frA^-^Sr^ritU Wx^tAf^?:, ISA 
*y*4T (A) 1 1 6 cog I fxy^t^f*(7)G I ^ 
x ^tAf-^ iJfcfei-£ 0 T-ikcD^i;:*! ^fjj 



1000-311114 (P2 0 0 0-3 1 1 1 1 4A) 

8 

112(1 IE»>7^T (A) 116^)^7>7ID 
(I D A ) StJH^TIDa [Kc] Srtt-g-fbU K c 
f#3 0 Jfct^"e. irdr^T-^-^— S>> 1 1 211 ^KiTfeco 
Eft^-r-f T (B) 117^)^7>f7ID ( I D B ) S: 
ffiV^TKcSrPf-g-ftL. Pt^ft:L/t^>^>y^-- (I 
D B [Kc]) £\ Kc [Content] *3«tU«G I 
£ — *ttr, lEffl^T^T (B) 11 7co-r-^^{r# 
#5At? 0 ir*^T-^*">> 1 1211 &W)7t 

(D^mtfjT (a) ii6^7-^cfei$nt 

i^Kc [Content] , GK I Da [K c] 3r 
fillSfei-5i:*^, Glfxjy^tAg^GIfxy^ 
t^7-^$:9J»t5o GIIiiotIS$jlTl^^ 
^ r^b'-pitMiHimj r^ijfjBj£glH]^j {-ol> 

Ttt«€$ixTi^*v>»-&icn ^ifciz^G i <D^m 

SfSixfcfS^IEfty^-f T (B) 1 1 7Jc##^Stl, 
*fe^(03E«f«^G I lzMfc~r%3 L =iy?y-J*'r—*& 
G I fx>7^t^«i:S#Mn§l^i;4§ 0 

[0021] (^7^71 D^wtz^^mm^r^T) 

Vziz* ^7>f7 I D£^7t&l>iE&;*^Tl£#i-5#i 
j£i;:oi*TK9!i-5 e hddi i 5fcs<—y-rsu^i/t° 

(po 1 1 (D~?kmnmwt uftfflstis^ 

H/-v/7^^Tfc!), y^^n>t 0 n. — ^ (p 
C) 1 1 Hi£$titftffl§ix5o HDD 1 1 5^11 
IS^-r-fT (A) 116. SsiT/IEg^-r >rT (B) 
1 1 7^i54ROMg^G I ^2,^-Mg«fi!a 

[0022] HDDI 1 SSrl^tayfy^^Eft, 
=*fc°-. »tt*ifSTfT5»g\ 1r=^T^~v^ 1 1 
2(1 ^fV7ID^ft^*9(^ y-Jv^a^tTa 
— ^ (PC) 1 ll:l|f(D7^>f^ID^>T, ^ > 

7^i/tll2(l ^^^^Eft*. nt°- 
= fcT— 5E* »»5te, 4fctt»»S*HDDl 1 5 1c 

*«Si-a K9>f ^#*-efcofc»&jctt, ^7-^7 i d 

T^^TIDSrttfc/il^tt, Mill /7^7> 
K^WV^ttltgSrflJffli-Srfc^iO, ir^rn-T^ 
— :>> l l 2^^7V7S(:IM^^J:9(:t^ri: 

[0 0 2 3] P C 1 1 lf(7)7/^ * I D II P C 1 1 

B IOSCiotfi^jtTV^c BIOSI1 ^<7>B 

i osgft^y^r- n^*tJCi-afc»ic, 

S-ROM1 14^jffl^ntP5 0 77yyaBIO 
S-ROM1 1 4 11^-— 1f;^ibteT^1r;*T-t &V>i?=^ 



Ai!/7* ^#Ktt ibixTl 7— D TJ1 

[0 0 2 4] ID^UT^fl PCI ll:lfcor^ 
^ID (IDs) *s^»B1t*n'Cl^S. *-:n**lK* 
^ilT(i HDD 1 1 SKSEtftSHS^x^^G I 

[0 0 2 5] B I OSKfl ir^T-^-v^ 1 1 2 

5 0 ir*^-T-r.*--S>> 1 1 2 t B I OS t (Dm&ES&m 

±*~T-^^ — i?^ 112lt biosh 
(IDs) Sr*»i"Sr:t35S-e#5 0 
i5i:BIOS cDlSfjEi^ <fc oT^^t^W ;* I DS: 

3c<£frff a-r « r i 3 0 
[0 0 2 6] H3*5iVH5S:#Bau-C. HDD 

1 1 5 ^t^i^nyf 

[0 0 2 7] TfS^j (U3Ji^ 

[0 0 2 8] (^ry/l) : 
Jl Sf, t*a77^s;t 1 1 2 t B I OS ££>M 

t*a7^5;t 1 1 2 



p c 1 1 (o&m&fiz 



^SEH (K* 2 ) il 



t B I OSt^&W 
(K* 2 ) 

[0 0 2 9] {* s ry?2) : t*a7^- 1 
12 11 I D^#S*£B I OSic^r^ i?=*r^T 
-^-v^ l 1 2frh<D I D»S5*i:/EStt, B I 
OS(l (IDs) frBEEtt (K x2 ) "CBt 

«-{t;U BS^-lk^ixfc^W^ I D (K x2 [ I D s ] ) 

-^tl 1 211 BSEH (Kx 2 ) £r{fcl$LTt^<DX\ 
K x2 [I Ds 3 frh I D s «r»Bfcr*r 4 0 
[0 0 3 0] (^7"^^3) : WEB7°7 &1ft£i?<D 

tt, ir^r^T^^-^> 1 1 2 tWEBt-/< 1 2 t <D 
m TBBE«i3a*sfT fcix 5 0 S ^ ic IE 1 1 * = v ^ v y (£!S 
**BSr*1-5tOlRl±fc5ri:35SflfcB**tii:, ir*^. 
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Tt*—*J* 1 1 2 tWEBt-/<l 2 

it (K,i) ttSE]ftb*l*£*-Tifc*o 
[0 0 3 1 ] (^^5/^4) : WEBt-/q2ll 

^Lfc^CD (K c [Content]) t , BSEgi 
(K xl ) -^Wf^ftLfca^^r/*— (K xl [Kc] ) 
4:, G I t Sr. PCI l3BlciiHsr*o 
[0 0 3 2] (^^^^5) : Kc [Con 

10 tent] , K x i [Kc] , Gill WE B/7 Wt£ 
ifSr^LT, ir^T^-v^ 1 1 2iciI6^b3 0 ir 
^r^T-^-^ — 1 1 2ii, WEBy^^^^fg*$ 
ftfc^fr^n— K5feC0f5li^^^r^HDD 1 1 5 "Cfc 
5«§-S\ BSEH (K xl ) BIOS^5)6#Ucr^ 
-f^ID (IDs) SrJfl^T* K, a [Kc] $r I D 
s [Kc] izmm-tZo ^(DWr&. ST. BBHB 

(K.J ^«PTK X1 [Kc] ^Kci^^b^n, 
<DK c fchbtztbX I D s liio-CPt^tSixSo 
[0 0 3 3] rcof£, ir^T-^— 11211 K 
20 c [Content], IDs [Kc] , GI5r7r^ 
/^fA113, $ bia* I DE K7^f/^^Il 
t\ HDD 1 1 5ir»#i^tr 0 
[0 0 3 4] (^^^/^6) : ir^r^T^^ — v>> 1 
12H GI^bGIfxy^fAr^ (GI_C 
S) £:*ffiU ^rixSrB I OS ^col^SEIi (K x2 ) T^Bf 
?-(LLTB I OS«t 0 BlOSfl Glfx^f 

fc, 77iX'>^B IOS_ROMl 14(Ofx^/^fA 
^yT^»*iitP 0 t>*>%A/, ±*=.Tt*—*?+ 1 1 
30 2^\SM^ Z 7 yi^^B I OS_ROMl 1 4co^^-/^ 

5 ^ UfcA^, 
[0 0 3 5] rn^j H4tt3V7 1 >yH3fe^ilif^<Z) 

[0 0 3 6] (^^l) : PCI l^l^ii 
tt, ^r> ir^rzxT^^ — 1 1 2 t B I OS b<Df& 

T?ibZZ.k&mm£tiZ>t* tW7^v?tll2 

tB 1 os t<DB-e*^ x*4aa*5fTtoJx, IrI— obk 
40 m (::til K.xtr^) ^*W$tb^ 0 i&EEiH (k 

[0037] (^^^^2) : t* a 7^-» 1 
12^^ID6#S*(^Slt, BIOSJ1 
s(XlD ( I Ds ) SrlStEli (K xl ) T-Bt^-ftb, 
ftSiXfc^^ ^ I D (Kxi [IDs]) £r1?=*e^T-^ 
5** 1 1 2liliS«rS. t* a 7^-S?t 1 1 2 
tt. BEEtt (Kxi) Sr(Sftttl^OT\ K xl [I 

D s ] frh i Ds SrftiSEr^ r tas-cta. 

[0 0 3 8] (^^^^3) : i^Ctw, -fe*a.T^— 
50 S>> 1 1 2frh<DG I fxy^t^7-^^Sl#I*lw 
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11 12 

iSf tt, BIOSI4, GIf*y^t^r-? (G I 12(1 BEEtt (K X J ftfti^LT^iOT*, K« a [G 

_CS) ftlgfiEii (Kx.) T?*#ftU WHHfcSftfcG I_CS] A*&G I _C S ftl*B^5 £ S. 
I =}- zc y {? -ty J* y**— $ (Kxi [GI__CS] ) ft-ir^ [0 0 4 5] Ur^y4) : ir^T^- 2^* 1 

T 1 1 2{cSff-ra o i?^T^~v> 1 1 2*4, 7y!)^y3>/D^7^1 1 l*i?a»$>» 

12lt BSEfi (K»i) ft»«fUO*5<£rC, K xl [G ^S^fca fc°— *t*0«F*fb$*bfc = >^ ( (K c 
I _C S] *>&G I _C S ft*¥fl£T5 ^ £ ^"C# 3 0 [Content]) ^rftlwStfJETS I D s [K 

[0 0 3 9] : ±*c^T'*.* — i>-Y 1 c ] , J;l>*G I ft, 7 7^/^7^113, $btr 

i 2«u 7y^->3>yp^Ai i i#if^e>*§ hide K7>//^^^lt, hddi i 5d»e>R« 

«*ix*:H*3**^Wf#ft;snfc==^^y ( (Kc -r* 0 
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